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Transforms vast amounts of
network data into actionable
insights to enable new level of
automation by using Cloud
and AI-based technologies
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H PE I nte llig e nt As sura n c e

connects the dots to let you focus on business

Challenges
Today, communications service providers (CSPs) and digital service providers (DSPs) are striving to increase
customer satisfaction and lower operational costs, while at the same time developing competitive differentiation.
In this climate, it is essential that the underlying network infrastructure operates at peak effectiveness and efficiently.
To reach this goal, the service assurance process has to evolve toward “zero-touch” operations, which implies that
automation growingly needs to be derived from the knowledge hidden in the vast amounts of network data.
Complexities in operating 5G networks demands a level of automation not seen so far. The needed level of
automation can only be achieved through the application of ML/AI techniques.

HPE solution
HPE Intelligent Assurance suite is the asset in the OSS portfolio that helps telecom service providers to extract
hidden knowledge in network data, including service and even customer data. It collects events, logs, and metrics to
discover recurrent patterns or abnormal situations, namely anomalies, by the application of Machine Learning (ML)
and Artificial Intelligence (AI) techniques, with the objective to allow operators to focus only on problems, trouble
spots, and their associate remediation. This is also the foundation to generate predictions for future problems, so
that operations staff can arrive at decisions to carry out preventive maintenance to contain those problems before a
major network outage occurs.
HPE Intelligent Assurance suite features are divided in two main blocks: Foundation and Intelligence layer. The
Intelligent layer provides a set of Machine Learning (ML) and Artificial Intelligence (AI) appliances that allow the
service provider to automatically extricate the knowledge hidden within the descriptive information generated by the
network. The Foundation appliances, like for example Fault Archival and Statistics, provide insights of a descriptive
nature. The Intelligence appliances provide insights, in the form of inferences and predictions, which can be used to
trigger remediation actions, both reactive and proactive, leading to the automatic resolution of incidents before they
become serious service and customer impacting situations.
Hewlett Packard Enterprise delivers a product whose ultimate goal is not to provide Machine Learning capabilities,
but to use them to automate the end-to-end Assurance process with much more effectiveness than ever before.
HPE Intelligent Assurance is built using cloud-native principles and ready to operate the newest networks through
Cloud and AI-based technologies.
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Out-of-the-box features
Fault Archival and Statistics
HPE Fault Archival and Statistics augments the traditional Fault Management OSS with powerful alarm reporting
and analysis functions achieved by exporting in real time all the incoming alarms into a Big Data platform, making
all alarms available irrespective of their current state. With an optimized dimensional model, you can quickly access
large amounts of fault information for analysis and reporting, thereby extracting knowledge and insight from Fault
Management data.
By generating detailed statistical analysis and reports about all the faults from this warehouse, HPE Fault Archival
and Statistics allows you to better understand network behavior and how it is managed.
A set of off-the-shelf notice boards allows monitoring of both overall network health and network management
activity. A number of charts are made available to provide information on network entities, operation contexts, and
domains directly accessible from HPE Unified OSS Console.
The HPE Fault Archival and Statistics KPIs can be split into several dimensions:
• Fault Management effectiveness: Percentage of filtering and correlation reducing the number of actionable
alarms, percentage of automation reducing the need for ticket creation by operator intervention and increasing
automated problem resolution
• Responsiveness: Percentage reduction in the diagnostic time, percentage reduction in time needed for trouble
ticket creation
• Customer satisfaction: Percentage reduction in resolution time of problems
• NOC staff effectiveness: Percentage increase in number of problems resolved by NOC FTE per shift/day/week/
quarter/year

Figure 1. Fault Archival and Statistics: Comparison of Network Health with a reference period
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A Frequency tool allows to understand the frequency and the distribution of events, in terms of dimensions related
to symptoms or topological values, and time slices (e.g., 30 minutes).
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Figure 2. Frequency tool: Distribution of symptoms with drilldown to the regions of a given symptom

Pattern-Discovery and Operationalization
The primary objective of the application of Pattern-Discovery is to find automatically:
1. Groups of events with similar attributes or properties into sets. This results, as an example, in reducing the volume
of alarms that need to be processed by operations teams and allows them to work with higher quality and richer
information.
2. Correlations emerging from the application of statistical techniques, leveraging Machine Learning.
Pattern-Discovery also provides a GUI to help discover new patterns. This GUI has a wide set of attributes to easily
adjust and fine-tune the results. Most important attributes are support of the pattern, time window, and confidence.
Once a Pattern-Discovery run has finished, the end user is able to easily navigate among the patterns that have
been discovered, understand the benefits of a certain pattern versus other related patterns, and ultimately decide
which patterns should be operationalized.

Figure 3. Details of a pattern: Group of alarms that make up the pattern and timeline with last occurrences
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The results emerging from the application of the Pattern-Discovery are operationalized within a production correlation
solution: Automatic integration with HPE UCA is part of the feature set of the HPE Intelligent Assurance suite.
Scenarios of patterns that can be operationalized in HPE UCA are:
1. Suppression: One given element is producing low priority alarms every minute and the field called operator note is
empty. The outcome is the suppression of these repetitive events.
2. Compression: A given system is generating several different alarms also within the minute or a very short time
window: Operating System alarm, Database alarm, and Network node alarm. In this case, the compression
maintains only one of the occurrences of the repetitive event.
3. Problem alarm: It is known that the outcome of a certain pattern is an incident (for example: network outage) that
needs to be prevented. Here the outcome is raising a ticket in the ticketing system in order to prevent the network
outage when the pattern is detected. It is also possible to link the problem detection with the problem remediation,
by selecting one of the decision trees deployed in the Automation engine.
4. Predictions: Some patterns detected automatically show a predictive behavior. For those predictive patterns,
Operationalization creates a correlation rule on the events leading to the issue to be predicted, that will create a
predictive alarm and could also implement a remediation action to prevent the issue to happen.
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Figure 4. Pattern Operationalization scenarios

In certain scenarios, events can be enriched with information coming from other data sources, which allows to
increase the level of automation, provided that the different data sources are preprocessed to fit the format expected
by the Pattern-Discovery engine. As an example: If events are enriched with information related to trouble tickets,
the number of patterns eligible to be operationalized can be reduced (as interesting patterns are only those ending
up in an alarm related to a ticket), leading to lot of time saved by the operators.
By reviewing the results provided by out-of-the-box reports in Fault Archival and Statistics, users can quantify the
improvement in the volume of alarms managed before and after operationalizing a certain pattern (or a set of patterns).
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For those patterns that have been operationalized, there is also an Audit tool that allows to:
• Understand if the patterns are triggered as expected: if not, new discoveries should be launched to address the
new situations happening in the network
• Identify those events that are not correlated by any rule, so that specific discoveries can be launched on them to
reach a better level of correlation
• Visualize the future alarms, individually and aggregated (e.g., per region)
• Analyze the accuracy of the predictions generated by the predictive patterns

Figure 5. Audit report to understand patterns triggered in the selected period

There are cases where the most important information of the network event is reported in free-text (non-structured
information) fields: For discovering patterns on that type of events, an initial step of free-text processing is required.
Pattern-Discovery allows to run free-text processing, analyze the results (clusters) and iterate on it, before launching
the discovery to get patterns.

Figure 6. Analysis of the clusters generated by the free-text processing

The Pattern-Discovery feature has been extended to cope with more specific use-cases related to root cause
analysis: a new tool is available to consume alarms from multiple network domains and provide recommendations
on the most probable root cause for a given fault. Tool exposes a REST API and comes with out-of-the-box solution for
cross‑domain scenarios related to RAN. However, the same tool could be used with other domains with low customization.
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Analytics on Metrics
Analytics on Metrics is a cloud-native feature, which has been built by capturing the HPE experience in developing
Performance, Service Quality, and Customer Experience Management solutions with multiple customers around the
globe during last years. Analytics on Metrics feature is now SaaS ready (for the SaaS offering, contact your sales
representative).
Analytics on Metrics is equipped with a set of run-time engine that:
• Collects and persist massive time-series
– Using state-of-the-art time-series technology from the open-source community, able to manage more than
200 different integration points, supporting both pull and push collection mechanisms
– NoSQL repositories for real-time persistence of streaming data: full flexibility for advanced analysis on dynamic
time-series, with transparent ingestion for the raw data (no need for complex data migrations when source
changes)
– Horizontal scalability
• Computes KPIs and KQIs: it process raw data and aggregates for defined retention periods, and computes
indicators for Network Performance, Service Quality, or Customer Experience use-cases

Raw data
CS Interfaces: A and luCS
(Probe vendor A)

PS Interfaces: Gb, luPS, and S1-MME
(Probe vendor B)

Processed data in data model
KPIs
CS families:
• Voice
• SMS
• Supplementary Services
• Location Area Updates
PS families:
• Radio Access Bearer
• Drops
• Attaches and Detaches
• Handovers and Relocations

Raw data coming from probes interfaces is
processed to fit the data model and classified by
families.
Low-level KPIs for subscriber-level and
aggregated tables are available.

High-level calculations
KQIs and scores

• High-level KQIs and scores built
• North-bound interface

Low-level KPIs enable building high-level KQIs
and scores.
Integrations with external systems are
available.

Figure 7. Example of a 2-step composition for indicators on Mobile Core probes

• Infers anomalies related to network issues or service degradations in real time, by applying Thresholding or
Baselining mechanisms on any type of time-series. Run-time engine is built with different microservices in charge
of generating both “raise” and “clear” events. Future-proof engine for Machine Learning based
Actionable Detection.
• Provides forecasting on metrics, to predict the behavior of KPIs/KQIs/counters in the near future. Assembling
Anomaly-Detection rules on this type of time-series forecasting the future values, allows to generate predictive
alarms (example: when a certain KQI will be degraded below a certain value).
• Performs capacity planning, to identify what network resources are (or will be soon) overutilized or underutilized,
so that Network Engineering teams or Automation components put in place or implement actions to avoid impact
on customer experience.
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Figure 8. Intelligent events, generated when current KPI value is beyond of the baseline KPI value and the accepted deviation

• Provides standard interfaces for raw/aggregated data, thresholding, and for event forwarding:
– REST APIs: For querying data points (both raw and aggregated data), just by specifying metric name, dimension,
and time-range. There is also a new REST API for managing thresholds, based on the standard TMF649
(Performance Threshold API)
– Anomalies in Kafka: Events generated by the Inference engine are available in real time in the Kafka bus, for
further consumption (e.g., Control-loop applications)
A set of predefined Operation Views allows to ramp-up quickly on projects addressing Resource Performance,
Service Quality, or Customer Experience use-cases, including drill-down capabilities. These dashboards are easily
customizable using ViewDesigner (part of the HPE Unified OSS Console technology).

Figure 9. Example of a Resource Performance dashboard
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Figure 10. Example of a Service Quality dashboard

Figure 11. Example of a Customer Experience dashboard

Analytics on Metrics solution architecture adopts cloud-native design principles such as:
1. Microservices: Each and every component of the architecture is designed such that it can be updated/scaled/
recovered/restarted independently of the others without service loss.
2. Containers: Intelligent Assurance is designed to be automated and orchestrated to run and auto-scale reliably.
Components are built and deployed on a Kubernetes-based platform.
3. DevOps: Seamless interlock between software developers and operation teams, with the horizon of Apps
Market-places for software updates.
4. Continuous Integration/Continuous Delivery: Composition of micro features, that can be delivered very rapidly
from inception, through constant evolution, based on actionable feedback.

Data sheet

Page 11

Anomaly Detection feature has an editor for Design-time, that allows the designer to create new rules in the run-time
by exploration of the history of the selected time-series and adjust the parameters by previewing results.

Figure 12. Anomaly Detection Editor

In version 4.2, the Anomaly Detection feature allows to manage Calendar-aware scenarios (maintenance periods,
holidays, ...)

Smart-metrics
The primary objective of the application of smart-metrics is to generate actionable signals from processing
time-series (metrics) with high-cardinality or from processing logs/flows based data sources.
Time-series with high-cardinality is becoming a challenge to operate new networks. In the particular case of 5G,
RAN entities (like gNB NRCellDU) generate hundreds of metrics. 5G Core Network Functions (e.g., AMF) present
similar verbosity. Early detection of problems in such type of entities is not possible in a simple GUI chart and
could imply a significant amount of hardware resources if we would decide to create rules of problem detection in
every metric.
To address this challenge of time-series with high-cardinality, HPE Intelligent Assurance provides with a
Machine Learning based feature (Smart-metrics/Dimensionality-reduction) that uses historical data as an input
and provides with a reduced list of synthetic metrics (or “smart-metrics”).
These synthetic metrics can be then monitored (using low hardware resources) in an Anomaly-Detection engine.
We operationalize those synthetic metrics into the Intelligent Assurance Anomaly Detection engine.
Values of smart-metrics are visualized in out-of-the-box reports, that include drill-down capabilities to go from the
smart-metrics to the former metrics.
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Figure 13. Drill down from smart-metrics to raw metrics

Smart-metrics feature comes also with an Operations report, in the form of a treemap, highlighting the hot-spots,
i.e., those entities with anomalies detected at smart-metric level. From there, drill-down capabilities are also enabled
to go from high-level entities (like region) to low-level entities (like network elements). And from there to the
evolution of both smart-metrics and raw-counters in the selected timeline.

Figure 14. Treemap for Level 1 Operation’ teams
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Smart-metrics feature allows also to characterize statistically data sources like logs or flows. This statistical
characterization creates new synthetic time-series, so that Anomaly Detection can be applied on that new metric
created with the purpose of early detect wrong situations.

Figure 15. Smart-logs: characterization and drilldown

Analysis of both types of data sources, time-series with high cardinality and logs/flows, through these new capabilities,
can be used for the same entity (example: 5G AMF). Anomaly Detection could raise a signal in one or both sources
and then drill down from one to other could assist to facilitate the root-cause analysis.
Smart-metrics/Dimensionality-reduction feature can be applied to all those time-series data sources with the
high-cardinality dimensions, with no restriction in the nature of the data source.
Smart-metrics/Statistical-characterization can be applied not only to logs, but also to those big-volume data sources
that require early-detection of anomalous situations, like network flows or signaling messages.
In version 4.2, it is possible to drill down from alarms generated by the Anomaly-Detection engine to metrics
(measurements, KPIs or even smart-metrics) and then to smart-logs.

Out-of-the-box solutions
Intelligent Assurance Automatic Root-cause detection on cross-domain
In a typical service provider environment, network infrastructure is typically distributed across broad segments
such as transmission, core, and access. Within each of these segments there would be multiple layers and multiple
technologies generally associated with multiple vendors.
With these rapid changes in the network infrastructure all the time at different physical and logical layers (such as
logical termination points, protection segments), it’s extremely challenging and almost impossible to maintain an
accurate inventory of all the network elements, their logical configurations and coherent logical network topology in
a single system. Typically, this information is spread across disparate systems for different network segments usually
supplied by different vendors.
Traditional OSS systems which employ deterministic methods of fault isolation and root cause analysis generally
expect a coherent inventory and topology to be maintained. In the absence of access to coherent topology, it’s
almost impossible for the OSS systems to provide effective fault isolation. This would result in increased time for
fault identification and fixing of the issues and consequently increased operational costs, increased customer
dissatisfaction and SLA breaches.
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The general approach of Pattern-Discovery fails to deal with the huge volume, when alarms from two domains are
processed together. This introduces large volumes of heterogeneous alarms making it difficult for fault isolation. A
more focused approach is required in these cases (huge volume, absence of topological link between the domains).
The Intelligent Assurance Automatic Root-cause detection consumes alarms from different network segments and
provides recommendations on the most probable root causes for a given fault, which helps the operator with quicker
fault isolation and hence improved mean time to detect (MTTD).
The solution addresses out-of-the-box radio access network (RAN) faults due to issues occurring at RAN infrastructure
or transmission segment.
Intelligent Assurance Performance Management for 5G
Intelligent Assurance Performance Management for 5G solution
provides easy-to-use operational capabilities on the 5G Network
and 5G Services to NOC/SOC teams, hiding the complexity that
Softwarization of assets brings. Intelligent Assurance 5G solution also
generates smart actionable signals to trigger closed-loop automation.
Attributes of the Intelligent Assurance Performance Management for 5G solution are:
• Big Data ready: Data-store able to manage massive real-time streaming data, with transparent ingestion for the
raw data (no need for complex data migration when source changes)
• Powered by ML-AI: Anomaly-Detection engine able to identify unexpected and unknown network/service issues
in real-time, with standard integration mechanisms with Orchestration layer for closed-loop scenarios
• Compliancy with Industry-standards: Out-of-the-box KPIs and KQIs, fully compliant with the 5G standards
• Out-of-the-box dashboards: Operational dashboards able to provide full visibility of resources, services or
subscribers to NOC/SOC teams, with drill-down capabilities to focus on the root-cause of problems impacting
services
• Cloud-native: Cloud-native features able to manage dynamic resources and services, since collection up to
detection of anomalies, with automated scalability, according to Operations’ needs
• Software as a service (SaaS): Software-as-a-service (SaaS) offering available, to manage infrastructure according
to the needs and to facilitate the adoption of newest technologies through experts who ensure that service
commitments are met
Thanks to these attributes, Production readiness of the Intelligent Assurance Performance Management for 5G
solution is a matter of weeks and future-proof is guaranteed.
Intelligent Assurance Performance Management for 5G RAN
This use-case is aimed to provide full visibility of the 5G RAN through a set of pre-configured dashboards fully-driven
by Industry-standard KPIs.
Measurement types covered in this release are packet delay, radio resource utilization, UE throughput, mobility
management and QoS flow.
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Figure 16. 5G RAN KPIs

The use-case provides also drill-down capabilities from the gNB entity to the underlying components in the gNB
hierarchy. Drilldown allows to deep dive into the raw metrics provided by the vendor’s data sources for network
troubleshooting.

Figure 17. 5G RAN hierarchy of resources
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Figure 18. 5G RAN raw metrics

All metrics provided by the vendor are available and can be easily configured in the pre-configured reports for
raw metrics.
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Intelligent Assurance Performance Management for 5G Core
This use-case is aimed to provide full visibility of the 5G Core through a set of pre-configured dashboards
fully-driven by Industry-standard KPIs.
Network Functions covered in this release are:
• UDM: registered subscribers
• AMF: registration, service request, UE Configuration update and mobility
• SMF: session management, QoS flow monitoring
• UPF: GTP, Session and QoS flow monitoring; N3/N4/N6 interfaces

Figure 19. UDM KPIs

The use-case provides also drill-down capabilities from the NF entity (UDM in above picture) to the underlying
Infrastructure/microservices (CPU and Memory for virtual resources).

Figure 20. Infrastructure KPIs
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The solution addresses already most important Network Functions in Control Plane and User Plane.

Figure 21. 5G Core Control plane—SMF KPIs

Figure 22. 5G Core User plane—UPF KPIs
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The Intelligent Assurance 5G Performance Management solution is fully integrated with the smart-metrics feature,
allowing to generate actionable signals in both logs and in multi-variate time-series.
The Intelligent Performance Management for 5G solution addresses also 4G Core network functions (HSS, MME,
and PGW) and also with the 4G/5G Interworking function (IWF). In version 4.2, support for 4G RAN has been added.

Figure 23. 4G Core—MME KPIs

Figure 24. 4G/5G Interconnection KPIs
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Intelligent Assurance Performance Management for 5G slices
This use-case is aimed to provide full visibility of the 5G slices through individual reports at slice level and executive
dashboards at service type. Both are driven by Industry-standard KPIs. In this release, we cover these end-to-end
KPIs, built on data provided by 5G RAN and Core NFs at slice level:
• Accessibility: through AMF, SMF, UDM, and RAN
• Integrity: through RAN and UPF
• Utilization: through SMF
• Mobility: through RAN

Figure 25. Report for individual slices

Figure 26. Report for slice types

This Intelligent Assurance Performance Management for 5G solution is easy to customize (using the HPE UOC
ViewDesigner) and easy to extend to other network equipment vendors (or even other Mobile RAN/Core
technologies), through the Delivery teams.1
1

Please contact the HPE Assurance Adapter Factory team for further details.
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3GPP specifications
• TS 28.541: 5G Network Resource Model (NRM)
• TS 28.552: 5G performance measurements
• TS 28.554: 5G end to end Key Performance Indicators (KPI)
• TS 32.425: E-UTRAN performance measurements
• TS 32.426: EPC performance measurements
• TS 32.409: HSS performance measurements

HPE Intelligent Assurance suite technical specifications
Solution based on proven technologies
The unique technology of the HPE Intelligent Assurance solution relies on best-in-class and proven technologies,
such as:
• High-performance report generation with the best-in-class visualization capabilities: HPE Unified OSS Console
• Highly scalable and flexible data management architecture that allows to store and analyze huge amounts and
types of data, using open-source technology: Apache Hadoop, Apache Cassandra, and Apache Spark
• A solution easily integrated with multiple data sources and destinations through Telegraf and Apache Kafka
Supported platforms for the HPE Intelligent Assurance suite version 4.2 (latest version)
Contact your sales representative for up-to-date information on support for newer versions.
Operating system support

Red Hat® Enterprise Linux® 7 and 8

Big Data platforms

Hadoop (Cloudera CDP 7.1) and Google Cloud Platform™ (BigQuery™)

Container orchestration

Compatible with Kubernetes 1.21 and 1.23
Supported on AWS Kubernetes 1.21 and 1.23
Supported on Red Hat OpenShift Container Platform 4.8 and 4.10
Support for other commercial Kubernetes platforms available on request

HPE OSS assurance solutions
HPE Intelligent Assurance is part of a comprehensive integrated portfolio of assurance solutions and services that
help DSPs meet business and customer expectations while providing sophisticated features that improve service
and network operations efficiency. These integrated solutions provide visibility of the actual customer experience
and its relation to the health of telecom, IT, and IP network and services, and automatically trigger incident and
problem management processes to handle any customer, service, or network issues.
Orchestrated
HPE vTeMIP suite

Orchestrated SLA management
with HPE uSLAM

Self-driven, zero-touch
operations

Automated operations
with HPE UCA
Figure 27. HPE OSS Assurance—self-driven, zero-touch operations

Analytics and Intelligence
with HPE Intelligent Assurance
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HPE OSS Assurance solutions is a rich set of software and services:
• A software portfolio that fits customer’s innovative technology requirements
• A consulting-led approach, delivered by HPE Business Transformation Services, to help translate your strategic
drivers to measurable business outcomes
• Design, implementation, and support services, delivered by HPE Pointnext Services professionals all over the world
HPE OSS Assurance portfolio is proposing a set of applications to address automation and zero-touch Network
Operations Center (NOC) operations at several levels—resource, service, and customer.

Communications and Media Solutions, Hewlett Packard Enterprise
HPE Communications and Media Solutions is dedicated to creating vertical solutions for the communications and
media industry. With over 30 years of experience in the industry, we have over 50 solutions, over 1500 active
contracts, and more than 300 telco customers in 160 countries, we provide software and services that enable your
digital transformation, automate your operations, and help you grow your business with innovative cloud-native
network solutions and digital, 5G-ready services.

About Hewlett Packard Enterprise
HPE is the edge-to-cloud company that helps organizations accelerate outcomes by unlocking value from all of
their data, everywhere. Built on decades of reimagining the future and innovating to advance the way people live
and work, HPE delivers unique, open, and intelligent technology solutions, with a consistent experience across all
clouds and edges, to help customers develop new business models, engage in new ways, and increase operational
performance.

Learn more at

hpe.com/dsp/transform
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