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Executive summary
Organizations across all industry and public sectors are increasingly challenged to protect their sensitive information such as cardholder
data, patient records, personal identifying information, and intellectual property. Threats include unauthorized insider access, accidental
disclosure, and theft by hostile outsiders.
Auditors, regulators, and industry compliance mandates often require encryption of sensitive data at rest as a minimum standard of care and
security best practice. When sensitive data at rest is encrypted, the risk of audit failures, financial losses, and damage to an organization’s
reputation is significantly reduced.
This white paper introduces the concept of encryption technology and describes its application in the Hewlett Packard Enterprise (HPE)
StoreEver LTO-4 and later Ultrium tape drives. It also outlines the basic cryptographic functions that are used in a tape encryption solution
and reviews encryption options available for HPE StoreEver MSL Tape Libraries and HPE StoreEver 1/8 G2 Tape Autoloaders.
The intended audience includes the IT professional who is seeking to design and implement HPE Autoloader and Tape Libraries with data
encryption. Readers of this technical white paper should have a functional understanding of tape backup or archive solutions and
technologies.

Encryption basics
Encryption is derived from the Greek word kryptós, which means hidden. It is the process of concealing information from unauthorized
parties by using a mathematical cipher, which is an algorithm that disguises the underlying text unless the reader has the decipher code.
The concept of encryption, in some form, is at least 2000 years old and was widely used in Roman military communications. Over the
centuries, mechanical and electromechanical encryption devices have been used in both commercial and military applications. Today,
modern electronics and computers allow encryption (and decryption) to be performed in software and hardware with much higher speeds
and using far more complex ciphers. More recent technological breakthroughs such as reliable key distribution have enabled higher levels of
security than ever before and resolved some encryption concerns.
In encryption technology, the cipher is a complex mathematical algorithm that is applied to the unencrypted data, also known as plain text,
to produce encrypted data known as ciphertext.
A simple example of using a cipher involves applying a straightforward alphabetical substitution by replacing each letter of the alphabet with
a different letter. For example, A = H, B = I, C = J, and D = Z. Unfortunately, this method is very limited because a quick analysis of the letter
frequency easily reveals the substitution code used. More complex ciphers change the substitution each time it is used. For example, instead
of using the simple A = H substitution, AAAA is encrypted as DFGT or a similar random set of characters. This class of cipher is known as
polyalphabetical. Mathematical algorithm ciphers used today are even more complex in order to prevent unwanted code access.
To decrypt a message, a key is required as well as the correct mathematical algorithm. When the key is changed, the cipher completely alters
the substitution sequence used. The correct key is required for recovering the original plain text.

Using encryption in data protection
Data security regulations aimed at protecting the disclosure or loss of personal data are increasingly present internationally. These
regulations increase the requirement for businesses to perform due diligence by securely handling data in their possession. Some
regulations even incorporate penalties for businesses failing to comply. Some examples of legislation concerned with data protection include:
• Sarbanes-Oxley Act (U.S.)
• Gramm-Leach-Bliley Act (U.S.)
• USA Patriot Act
• General Data Protection Regulation (GDPR) (European Union)
• Authority for Informatics in Public Administration (AIPA) (Italy)
• GDPdU and GoBS (Germany)
The real business cost of data loss reaches beyond fines and penalties. The impact can be millions in lost revenue, loss of customers,
depletion of intellectual property, and brand damage. Most online data is protected by restricting access to applications through user
administration or through physical access to the servers and online storage located in a data center. The internet and intranet are carefully
separated by hardware and software firewall technology. However, it is a common and necessary practice to move backup tapes from the
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data center and into secure off-site locations for disaster recovery purposes. Third-party companies might operate these storage sites, and
tapes in transit can be lost or stolen.
Toronto-Dominion (TD) Bank is a multinational bank with more than 7.4 million customers and more than 1275 retail locations. In March
2012, the bank lost computer tapes containing sensitive personal data, including Social Security numbers. 1 Unfortunately, these types of
news reports have continued. According to the Identity Theft Resource Center (ITRC), a record high of 1579 breaches 2 were reported in the
U.S. in 2017. These incidents involved more than 178 million records, 3 exposing bank and credit card accounts.
According to the 2017 Cost of Data Breach Study, the average total cost of data breaches for the 419 companies surveyed is $3.62 million. 4
The average cost for each lost or stolen record containing sensitive and confidential information is $141 in the 2017 study. The global study
determines the likelihood that an organization will have one or more data breaches in the next 24 months. Two factors were used to
determine the probability of a future data breach: the current data breach size and an organization’s location. Based on the 2017 research,
there is a 27.7% chance of a recurring material data breach over the next 24 months.
Throughout the past four years, this research has reported that South Africa and India have the highest estimated probability of occurrence
within the next 24 months. Germany and Canada have the lowest probability of a data breach in the next 24 months.
The threat to the security of personal information caused by lost or stolen tapes intended for archive is very real, with each incident
potentially costing the business or organization responsible millions of dollars to repair the damage.

Encrypting data at rest
Encrypting data backups means data is equally secure when stored offline away from the data center. There are different approaches to
encryption for data at rest: encryption can be implemented on the server using software, in an appliance between the server and the drive, or
through the tape drive directly onto the storage media.
Backup software-based encryption
A wide range of encryption software and several respected backup applications feature encryption capabilities. Unfortunately, this method of
encryption uses significant host processing power, which negatively impacts the backup speed and processing power available to other
applications running on the server while encryption is performed. An additional complication arises from the fact that compression must
occur before encryption, requiring a two-step process and using even more processing power.
Encryption appliances
There are several dedicated encryption appliances that sit “in-line” with the data flow between the server and the drive. This off-loads the
encryption from the host processor and reduces the impact on performance. Although performance is better protected, the cost involved
with adding these appliances can be substantial. When you consider that several appliances might be required to serve a multidrive tape
library, the management and scalability issues become apparent.
HPE StoreEver LTO-4 and later Ultrium Tape Drive encryption
The open standard Linear Tape Open (LTO) format for generation 4 and later tape drives enables data to be encrypted by the tape drive
hardware. This method strengthens security for the data stored on tape media without the process overhead or performance degradation
associated with host-based encryption, or the expense and complexity involved with a dedicated encryption appliance.

Overview of how encryption works in a stand-alone HPE StoreEver LTO Ultrium Tape Drive
HPE StoreEver LTO Ultrium Tape Drive encryption is specified as part of the LTO-4 and later open standard format with the Advanced
Encryption Standard—Galois/Counter Mode (AES-GCM) algorithm implemented in the tape drive formatter electronics. The implementation
supports the Institute of Electrical and Electronics Engineers (IEEE) P1 619.1 standard for tape-based encryption and the T10 SCSI
command set.
Figure 1 provides an overview of the HPE StoreEver LTO Ultrium Tape Drive encryption process. Data files are taken from the server, and
then they pass through the SCSI interface to the tape drive. The SCSI commands issued by the server control the encryption status and the
cipher key. The tape drive then encrypts and compresses the data before writing it to tape as ciphertext.

“TD Bank’s lost tapes procedures questioned.” Portland Press Herald, October 9, 2012.
The Identity Theft Resource Center defines a “breach” as an event in which an individual’s name plus Social Security Number (SSN), driver’s license number, medical record, or
a financial record/credit/debit card is potentially put at risk—either in electronic or paper format.
3 The ITRC 2017 Data Breach Year-End Review can be found at https://www.idtheftcenter.org/2017-data-breaches/.
4 The 2017 Cost of Data Breach Study sponsored by IBM Security and independently conducted by the Ponemon Institute can be found at
https://info.resilientsystems.com/hubfs/IBM_Resilient_Branded_Content/White_Papers/2017_Global_CODB_Report_Final.pdf.
1
2
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Figure 1. Overview of the HPE StoreEver LTO Ultrium Tape Drive encryption process

The remainder of this white paper outlines technical details regarding the LTO-4 and later encryption processes and provides a primer on
basic cryptography.

Cryptographic algorithms
All cryptosystems are based on three cryptographic algorithm techniques:
• Message digest, also known as a hash technique, simply maps plain text of any length into ciphertext of a fixed length. This technique is
widely used for primitive security checks for message integrity, digital signatures, or for password verification. The flaws in this system
include the fact that there is no usage key, and it is impossible to recover the original plain text. Typical implementations include Secure
Hash Algorithm 1 (SHA1) and Message Digest 5 (MD5).
• Secret key or symmetric encryption is the technique employed as the LTO encryption method. It uses one key for both encryption and
decryption. Symmetric encryption is divided into two classes: stream ciphers and block ciphers. Stream ciphers encrypt character by
character, providing a continuous stream of encrypted data, whereas block ciphers operate on discrete blocks of data. Secret key
encryption is best suited for large amounts of fast-moving data, usually encrypted in blocks, supporting the needs of high-performance
applications. Blowfish, Data Encryption Standard (DES), triple DES, and Advanced Encryption Standard (AES) are typical examples of
secret key encryption algorithms.
• Public key or asymmetric encryption employs a pair of keys, one private and one public. The private key is kept secret, but the public
key may be widely distributed. The keys are related mathematically, but the private key cannot be practically derived from the public key.
A message encrypted with the public key can be decrypted only with the corresponding private key.
To fully understand the components of a tape-based data protection solution with encryption, you must know these algorithms. In the
following sections, each type of cryptographic algorithm is examined in more detail.
Message digest
Message digests or hash functions take a large string of data and mathematically convert it into a fixed-length string. Hash functions are
known as one-way functions because you cannot recreate the original data from the hash. However, they are unique and provide a type of
digital fingerprint for a message or data string. This technique is also used for checking passwords. The password hashes are kept in a file,
and when a user name and password are entered, the result is compared with the version on file. The basic requirements of a hash function,
or H(x), are:
• The input is any length.
• The output has a fixed length.
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• H(x) is relatively easy to compute from x.
• H(x) is one way (it is impossible to compute x given H(x)).
• H(x) is collision free (the same hash is not repeated for a different x).
Cryptographic hash functions are used to prove message integrity and create digital certificates. The complex mathematics involved in
hashing algorithms is outside the scope of this white paper, but these algorithms are well documented and widely available online.
There are several types of hashing algorithms including the extensively used standards of SHA1 and MD5. Many UNIX® operating systems
include a hashing function. The hashes in the following example were produced on a SUSE Linux® system by using the basic operating
system command md5sum test file. Figure 2 shows that even though the text files on the left are different sizes, both digests are 128
bits long, and despite similarities in the text content, both digests are very different. The plain text cannot be recovered from the hash value.
However, if the plain text is altered in any way (even by a single bit), a new different hash value is generated. Using hashes to digitally sign
data as it relates to public key infrastructure (PKI) is illustrated in Figure 4.

Figure 2. A simple hash

Secret key or symmetric encryption
This technique uses one key with an encryption algorithm to both encrypt and decrypt the plain text. In Figure 3, Alice wants to send a
message to Bob, but does not want it read by third parties. Alice encrypts the message with the secret key and confirms that Bob has the
same key to decrypt the data on receipt.
Clearly this raises several security issues in terms of keeping the keys secure (key generation and security are detailed in the Key security
with LTO section). This issue is offset because secret key and symmetric encryption can accommodate large amounts of fast-moving data
by operating at a block level. This feature enables the high-performance encryption required by LTO applications.
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Figure 3. Secret key or symmetric encryption

Symmetric encryption uses two-way algorithms, meaning that decryption is the reverse process of encryption. Symmetric block-level
encryption, referred to sometimes as a block cipher, is always used when large, continuous streams of data need to be encrypted. The data
to be encrypted is divided into blocks or groups of characters and the mathematical functions are applied to each block. There are many
block cipher designs such as Blowfish, DES, triple DES, and the AES, which has now superseded DES. The key length varies according to the
type of cipher. DES has 56-bit keys and AES has 128-, 192-, or 256-bit keys.
Public key or asymmetric encryption
This technique solves key distribution problems and enables a PKI. To understand public key or asymmetric encryption, consider the
following scenario. Suppose Alice again wants to send Bob a secret message. Alice puts the message in a small box and padlocks it. The box
is sent to Bob, but Bob needs the key from Alice to open it and Alice needs to get the key to Bob without it getting lost or stolen. This
problem is explained in the preceding section on Secret key or symmetric encryption.
Now imagine that the box is fitted with two padlocks. Bob has added his own padlock and kept the key. He then returns the box to Alice.
Alice can now unlock and remove her padlock but cannot open the box because of Bob’s padlock. She now sends the box back to Bob who
unlocks his padlock and reads the message. This scenario demonstrates that it is possible to send a secret message without sending keys.
This idea inspired three cryptographers, Whitfield Diffie, Martin Hellman, and Ralph Merkle, to develop a solution to the key exchange
problem.
Diffie, Hellman, and Merkle’s type of asymmetric cipher introduced the concept of private and public keys. However, they really only showed
that a solution to key distribution is possible. The final practical solution to public key cryptography was developed by three MIT university
cryptographers, Ron Rivest, Adi Shamir, and Leonard Adleman. Their system, known as RSA, enables secret messages to be sent without key
exchange. RSA was later founded as a commercial company.
Figure 4 shows how to implement an asymmetric cipher. Alice wants to send Tom a secret message. Tom generates a public key and private
key and keeps the private key to himself but sends the public key to Alice. Alice encrypts the message using Tom’s public key and sends the
message to Tom. The nature of the cipher is that only Tom’s private key decrypts the message and only public keys are sent over unsecured
links. Obtaining the public key does not enable anyone to read messages.
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Figure 4. Asymmetric or public key encryption

The cryptographic algorithm used in the RSA cipher is a one-way function using modular arithmetic and large prime numbers.
Appendix C shows simple modular arithmetic. The algorithm easily multiplies two prime numbers to produce a result. However, reversing the
process and producing two prime factors from a given number is very difficult and time-consuming for extremely large numbers. Essentially,
the public key is the sum of the primes and is used to encrypt, but the private key requires the prime factors. Using prime numbers as large
as 10 raised to powers in excess of 300 makes the encryption unbreakable because the search for the two prime factors would take all
existing computers in the world longer than the age of the universe.
Although effective, this type of encryption is slow and therefore well-suited to low volumes of data such as electronic file signatures.

Encryption standards
Most cryptographic algorithms conform to specific U.S. and international standards published by various standards bodies. The primary
standards organizations include: National Institute of Standards and Technology (NIST), International Organization for Standardization (ISO),
and IEEE. In addition to these organizations, the EU has published a draft directive on digital signatures and encryption.
Some hash functions (message digests) are already based on approved standards, and others are awaiting standard verification such as
those described in IEEE draft standard 1619.1. The HPE StoreEver LTO Ultrium Tape Drive employs AES, also known as Rijndael. Already
widely analyzed by mathematicians who want to check its integrity, this block cipher algorithm has become a worldwide standard, replacing
its predecessor DES.
NIST is a U.S. nongovernment standards body that defines cryptographic standards in the Federal Information Processing Standards (FIPS)
140-2 document. FIPS 140-2 defines five levels of security for cryptographic modules, as shown in Figure 5. AES is a FIPS-approved
algorithm.
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Figure 5. FIPS 140-2 certification compliance

HPE StoreEver LTO-5 Ultrium Tape Drives have been awarded Level 1 compliance with the FIPS 140-2 standard, and the HPE StoreEver
LTO-6 Ultrium Tape Drives are designed for Level 1 and Level 2 compliance. The HPE StoreEver LTO-7 Ultrium Tape Drives are certified
Level 1 with FIPS 140-2 standard.

HPE StoreEver LTO Ultrium Tape Drive encryption
The LTO-4 format introduced the capability to encrypt (and decrypt) data within the tape drive hardware, which is available with LTO-4 and
later tape drives. This capability decreases the need for software-based encryption and its inherent performance overheads. In addition to
performance gains, tape drive hardware-based data encryption also improves storage capacity efficiency through compression. Other
methods of encryption delay compression until after the encryption process is complete, often producing random data that cannot be
compressed. The HPE StoreEver LTO Ultrium Tape Drive allows data to be encrypted after compression, maintaining storage efficiency.
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Figure 6. Hardware-based data encryption

LTO encryption and interchange
Encryption is a standard part of LTO-4 and later formats, which require that all drives must be “encryption aware.” This means that all LTO-4
and later Ultrium tape drives from any vendor must return the appropriate sense codes when presented with an encrypted LTO cartridge
tape. However, implementing the encryption capability is optional; consequently, some manufacturers’ LTO-4 and later drives might not
have this capability.
Where drives have encryption enabled, interchange of encrypted data is made possible by the standard nature of the format specification,
regardless of manufacturer. The following table describes media support and compatibility.
Table 1. Media support for encryption
Media

LTO-4 tape drives

LTO-5 tape drives

LTO-6 tape drives

LTO-7 tape drives

LTO-8 tape drives

LTO-2 format tape media

• Read only
• No encryption
support

Not supported

Not supported

Not supported

Not supported

LTO-3 format tape media

• Read and write
• No encryption
support

• Read only
• No encryption
support

Not supported

Not supported

Not supported

LTO-4 format tape media

• Read and write
• Encryption enabled

• Read and write
• Encryption enabled

• Read only
• Encryption enabled

Not supported

Not supported

LTO-5 format tape media

Not supported

• Read and write
• Encryption enabled

• Read and write
• Encryption enabled

• Read only
• Encryption enabled

Not supported

LTO-6 format tape media

Not supported

Not supported

• Read and write
• Encryption enabled

• Read and write
• Encryption enabled

Not supported

LTO-7 format tape media

Not supported

Not supported

Not supported

• Read and write
• Encryption enabled

• Read and write
• Encryption enabled

LTO-7 Type M format
tape media

Not supported

Not supported

Not supported

Not supported

• Read and write
• Encryption enabled

LTO-8 format tape media

Not supported

Not supported

Not supported

Not supported

• Read and write
• Encryption enabled
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Key security with LTO
The LTO-4 and later Ultrium tape drive encryption standard is AES-GCM with a 256-bit key. (Refer to Appendix A for more details on AES
encryption.) This is a secret key (or symmetric) algorithm, requiring the same key to encrypt and decrypt data. To maintain security, the key
is not transferred to the tape cartridge under any circumstances and is only retained by the drive while power is retained. Otherwise, a new
key is selected. Keys are supplied using the SCSI Security Protocol Out (SPOUT) command. Typically, a new key is provided for a backup
session, or for each tape. LTO-4 and later drives use AES 256-bit encryption within the drive hardware.
LTO-5 introduced the concept of wrapped keys, which is a NIST-approved process intended to enhance security for large quantities of data
being handled. Although the key is served in the same way (using the T10 SCSI SPOUT command), LTO-5 and later drives encrypt data by
using a random key generator within the drive. This internal key is encrypted by the served key and then stored securely on the tape, and
the original supplied “served” key is required to “unwrap” or decrypt this key to read back the data. Effectively, this means that every tape is
encrypted with a different key even if the “served” key supplied by the independent software vendor (ISV) application does not change.
If the drive is used to write to an LTO-4 tape, the data is encrypted using the “served” key provided by the SPOUT command. The new
random number generator is used to provide initialization vectors in addition to the internal keys in LTO-5 and later format.
Reading encrypted tapes in any LTO format still requires a key provided by the server (or key management system in tape library). Key
labels can still be stored and embedded in the format as authenticated data.
When the drive reads the encrypted data, the corresponding encryption key must be supplied. If a check condition is returned and the
subsequent status indicates that the wrong key has been supplied or notifies the user that the data on tape is encrypted (for example, if
decrypt has not been selected), the data cannot be read.
LTO-5 and later drives have a blue encryption LED included on the front panel, which is illuminated when encryption is enabled. If there is
an encryption or decryption error (such as an incorrect key), then the LED flashes.

Figure 7. LTO-5 and later Ultrium tape drive—wrapped key
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Additional security features
Additional features and functionalities enhance the security of LTO encryption.
Digitally signed firmware
To achieve FIPS compliance, cryptographic devices must have digitally signed firmware. This prevents the development of rogue firmware
images containing embedded features that might compromise the encryption integrity. The HPE StoreEver LTO Ultrium Tape Drive
achieves this by using a Micro Focus Enterprise Secure Manager (ESKM) appliance to provide digital signatures for the firmware image. This
hardened appliance generates a public and private key pair. The public key is provided to HPE, and the private key is held within the
appliance. The appliance is FIPS Level 2 certified, and any tampering attempts result in self-destruction of its data. HPE embeds the public
key within firmware images and then performs a SHA-256 function on the data. See the sections in this white paper on Message digest and
Public key or asymmetric encryption for more details.
The ESKM appliance then provides a digital signature using RSA encryption with the private key, with each final firmware download file.
When attempting to download new firmware by way of the drive’s SCSI, Fibre Channel, or SAS interface or tape, the drive runs an SHA-256
function on the firmware image. The public key held within the drive is used to perform an RSA decode process on the digital signature,
which contains the hash value expected from that image. The two hash values are compared and if they are not identical, the upgrade is
rejected. If the firmware image was unauthorized, it would be impossible to load it. The RSA decrypt process uses the public key embedded
within the existing drive firmware. This prevents an attempt to construct rogue firmware that would contain a key manufactured to result in
a matching hash, which if uploaded into the tape drive would compromise the encryption security. For example, rogue firmware could, if
loaded, generate a tape drive that presents as normal to a host and responds to encryption enable commands but writes normal tapes.
Prevention from reading raw data blocks
It is permissible within LTO-4 and later formats to read raw data blocks from an encrypted tape, but without the key the data would simply
remain as ciphertext and make no sense. However, access to raw data makes “brute force attacks” possible. These attacks attempt to decode
the data using large amounts of computer power and a sequence of computer-generated keys. To prevent this from happening, a security
setting in the SPOUT command controls “raw reads” of the data after it has been written to tape. By default, raw reads are prevented and
any attempt at a raw read returns a check condition.
Copying encrypted tapes
The combination of external write commands and the ability to read raw data makes it possible to copy an encrypted tape without
possessing the key. HPE considers this a security risk and does not recommend it. By default, HPE LTO tape drives report an error if a block
of data is written with “external mode” set, which is performed using the SPOUT command.

Practical use of HPE StoreEver LTO Ultrium Tape Drives with encryption
To use the encryption feature of the LTO-4 and later Ultrium tape drives, you must instruct the tape drive to encrypt or decrypt data and
issue the appropriate key. When power is removed, encryption is not enabled by default and the keys are not stored in the drive. The SCSI
commands Security Protocol In (SPIN) and SPOUT are used to set encryption and supply the key associated data, which is used to reference
the correct key when restoring data. Appendix B shows a screenshot from an engineering tool describing what is set using a SPOUT
command. Encryption keys can also be received through management ports by tape drives in the libraries.
You can implement encryption for tape drives in several ways using different methods of key management. There are multiple different
encryption implementation methods. However, not all the following methods are available with HPE solutions:
• Native mode encryption (sometimes referred to as set and forget) controls the LTO encryption from within the tape drive library. There
is one key that is set by way of the library management interface (web GUI or operator control panel). This method encrypts all tapes with
the same key, with the downside of negatively impacting the security level.
• Software-based encryption encrypts the data before it leaves the server, and keys are stored in the internal database or catalog of the
application. This method places a high load on the server because the software performs many mathematical operations using host
processing power. Several backup applications offer encryption as a feature. Data security is enhanced because the data is encrypted in
transit. However, because encrypted data is highly random, it then becomes impossible to achieve any data compression downstream in
the tape drive, resulting in storage inefficiency.
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• Keys managed by the ISV application is also known as in-band key management. The ISV software supplies the keys and manages
them, and the HPE StoreEver LTO Ultrium Tape Drive then performs the encryption. Keys would be referenced by the key-associated
data and stored in the application’s internal database. (Refer to the individual ISV backup application vendor for support of this
functionality.)
• The HPE StoreEver 1/8 G2 Tape Autoloader and MSL Tape Library LTO Encryption Kit provides an easy and affordable libraryenabled solution for small businesses. One encryption kit is needed per tape library and includes two USB key server tokens. The key
server token uses the USB port in the tape library and generates and maintains encryption keys for the LTO-4 and later drives and
libraries. The encryption kit is a self-contained solution for MSL tape libraries with no additional software, PCs, or servers required or
involved.
• A SAN fabric switch with encryption capability is like the in-band appliance, but encryption hardware is embedded in the switch.
• A key management appliance (KMA) works with tape libraries such as the HPE StoreEver MSL6480 Tape Library. The Micro Focus ESKM
is a KMA that automates key management. It is a hardened server appliance delivering secure identity-based access, administration, and
logging with strong auditable security. Additionally, the ESKM provides reliable lifetime key archival capabilities with automatic multisite
key replication and high-availability clustering. Encryption clients may access the cluster using flexible path and node failover capabilities.
The following table details several encryption implementations. It compares the pros and cons, summarizes costs, and details different
security levels.
Table 2. Comparing encryption and key management techniques
Encryption implementation

Advantages

Disadvantages

Notes

Cost

Native mode (set and forget)
sets one key using the
application or tape library

Inexpensive

• Weakens security
• Requires manual key
management

Software-based encryption
within ISV application

• Supports legacy tape
products
• Encrypts data before
leaving the server

• Degrades
throughput
• Makes tape drive
data compression
impossible

Keys managed by ISV
application but encryption is
LTO hardware based

• Offers good key
management
• Is easy to implement

Supports LTO-4 and
later

SMB software uses
“passphrase” system

$$

SAN fabric switch with
encryption capability

• Is ISV software
agnostic
• Supports legacy tape
drives

Requires additional key
management

Requires additional key
management hardware

$$$

MSL encryption kit

Provides affordable,
self-contained
encryption solution

• Requires keys to be
manually managed
• Supports LTO-4 and
later

Can create a key or
schedule key creation

$$$

Key management appliance

• Produces very
secure key
management
• Can be deployed as
a cluster over WAN
• Is ISV software
agnostic

• Is expensive
• Requires tight
integration with tape
library hardware
• Supports LTO-4 and
later

• Offers enterprise
class solution
• Extends future
deployment to other
encryption products

$$$$

• Depends on library
vendor
• Supports LTO-4 and
later

$

$$

Security level
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Figure 8. Keys generated and stored in the key management appliance and a midrange tape library

Notes on key management
Key management is a vital component of any cryptographic system. Keys must be generated, stored, and issued as required, but destroyed
when no longer required.
Keys for the HPE StoreEver LTO Ultrium Tape Drive encryption function are 256 bits long. The SCSI initiator sets or unsets the keys. To
accommodate multiple SCSI initiators, which are common in an enterprise-level application, the LTO tape drive can hold up to 32 different
keys.
Best practice encryption techniques require the generation of unpredictable random keys and realistically this is not a manual task. Some
applications use a passphrase system to generate keys, but this can weaken the cryptography. A passphrase is generated by hashing the
phrase with a secret number. However, hashes can be broken if guesses are made for Standard English words or names. Modern computer
hardware, for example, can break passwords that are produced by a hash algorithm in approximately 15 seconds if standard words are
contained in the original password. However, passphrase generation can still be an effective solution in the SMB market where tape security
is important, but a comprehensive key management system is expensive and too complicated. It is also necessary to have a key destruction
system for tapes that are no longer in use or recycled by the backup application. In an enterprise-wide key management unit, there might be
several thousands of keys in use at any given time.

Warning
If the key for an encrypted tape is lost, then that tape cannot be read under any circumstances. AES-256 encryption is extremely strong.
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Encryption options for HPE StoreEver MSL Tape Libraries and HPE StoreEver 1/8
Autoloader
This section describes the two most secure methods of encryption key management for the HPE StoreEver 1/8 Autoloader and MSL Tape
Library families.

HPE MSL Tape Library LTO Encryption Kit
The HPE MSL Tape Library LTO Encryption Kit provides a library-enabled encryption solution that greatly enhances data privacy,
confidentiality, and integrity of your customer’s critical business data while supporting compliance requirements.
Although a wide range of encryption solutions are available, the HPE MSL Tape Library LTO Encryption Kit is specifically designed to be an
easy and affordable library-enabled solution for small businesses. It provides a self-contained solution for MSL tape libraries with no
additional software, PCs, or servers required or involved. It allows users to enable or disable encryption, configure and manage the USB key
server tokens, restore encrypted data, and perform various other tasks such as creating a key or scheduling key creation.
The encryption kit includes two USB key server tokens, product documentation, and firmware support. One encryption kit is needed per tape
library or autoloader.
One USB key server token is installed in the USB port of the tape library to enable encryption. The token must remain in the tape library or
tape autoloader while encryption is enabled. The USB key server token generates and stores keys for the LTO-4 and later Ultrium tape
drives. The USB key server token uses a hardware random number generator, a cryptographic module with a strong hardware security, 5
password authentication, and digital envelopes for strong encryption keys and security operations. A second USB key server token is
provided in the kit to be used as a backup token that can be stored in a secure location.

Enterprise key management support
There are several encryption key management appliances, including Micro Focus ESKM appliance, Gemalto SafeNet KeySecure models, or
Prime Factors EncryptRIGHT. For the latest support information, check the HPE StoreEver Compatibility Matrix.
These three key management appliances are Key Management Interoperability Protocol (KMIP) compliant and fully supported by the HPE
StoreEver MSL Tape Libraries and 1/8 Autoloader. KMIP is an industry-standard protocol for communication between a key management
server and an encryption system. The KMIP specification was developed by the KMIP technical committee of the Organization for the
Advancement of Structured Information Standards (OASIS) standards body. After a license is installed on the tape library, any of the KMIPcompliant encryption key managers can be configured for that tape library.
The key management appliance enhances security and offers a centralized encryption key management solution for HPE LTO-4 and later
enterprise tape libraries. It reduces the risk of a costly data breach and reputation damage while improving regulatory compliance. In
addition, the key management appliance provides strong auditable security and reliable lifetime key archival capabilities. It also supports
KMIP. 6
Most key management appliances allow tapes to be securely moved between different sites. If a tape is lost, the data is secure. Otherwise, if
both sites have libraries that are clients of the same key management appliance, they can both read and write to the tape with no manual
intervention. The supported key management appliances and LTO-4 and later drive encryption in the HPE StoreEver MSL Tape Libraries
provides a complete privacy solution to protect customers’ confidential data.

The HPE MSL Tape Library LTO Encryption Kit product is built from a device containing a FIPS 140-2 Level 3 validated cryptographic module. However, the kit itself is not
FIPS validated.
6 KMIP 1.2 is supported by ESKM 4.0 and later.
5

Technical white paper

Page 16

The following table provides answers to the most common questions about KMIP, which is unfamiliar to many people.
Table 3. KMIP FAQs
Question

Answer

Is KMIP a storage standard?

No. KMIP is intended to be used anywhere that encryption keys and other cryptographic objects need to be
managed. That said, storage encryption has been one of the earliest applications of KMIP.

Who is involved with KMIP?

The OASIS technical committee has about 100 members from about 35 unique companies, across many industry
and government segments.

What does KMIP really do?

KMIP is considered a “wire protocol.” It provides a standardized method for encrypting clients to securely
communicate with key management servers.

How is KMIP interoperability
demonstrated?

The KMIP technical committee actively develops interoperability test suites. OASIS has also sponsored KMIP
interoperability demonstrations at the RSA conference for several years. The Storage Networking Industry
Association (SNIA) offers a conformance testing program.

Leveraging KMIP extends encryption interoperability, and the KMIP library client license allows for connection to targeted third-party
encryption key managers:
• Micro Focus ESKM
• Gemalto SafeNet KeySecure model
• Prime Factors EncryptRIGHT
For a complete list of supported firmware, see the HPE StoreEver Compatibility Matrix.

Conclusion
Cryptography is an extensive subject. This white paper has been written to introduce basic cryptography concepts and provide a greater
insight into a practical data protection solution based on the HPE StoreEver LTO-4 and later Ultrium Tape Drives.
An understanding of cryptography helps to provide a level of confidence in encryption security. It is also important to understand best
practices regarding key management because losing the key equates to data loss and inaccessible tapes.
Standards are important in data protection and enable customers to meet increasing demands for legal compliance by demonstrating that
sensitive data is adequately protected. Having industry-standard AES encryption as part of the LTO format extends the benefits of tapebased backup and archival capabilities. Tape is now one of the most secure and economical forms of archival storage for valuable data.
The HPE StoreEver LTO-4 and later Ultrium Tape Drives deliver both the performance and security features necessary to support a robust
data protection strategy.
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Appendix A: AES encryption
AES encryption is asymmetric and uses a secret key. It is suitable for block mode encryption and has optional key lengths of 128, 192, and
256 bits. It operates on 16 bytes of data at a time and is arranged in a 4-byte by 4-byte array. Joan Daemen and Vincent Rijmen invented
the AES cipher. In 2000, AES encryption won a NIST competition to replace DES, also known as a block cipher. The full specification is
available at FIPS 197: Advanced Encryption Standard.
Block mode ciphers such as AES process the data block in a set of mathematical operations called rounds. The key length determines the
number of rounds. In LTO encryption, a 256-bit key is specified, which dictates 13 rounds. The process is reversible, so decryption is the
reverse of encryption. As well as mathematically manipulating the data, a substitution occurs to add nonlinearity. This is known as the S-box
and is a fixed substitution. The S-box is combined with the byte reordering function, and a very secure cipher is created. A full explanation of
the AES cipher is beyond the scope of this white paper and is available on many public websites.
AES only defines the encryption of one 4-byte by 4-byte array of data using a single key. For a more practical solution, a single mode of
operation must be identified. The LTO standard uses GCM. This accommodates high-speed operation and is well suited for the data rate of
the HPE StoreEver LTO Ultrium Tape Drives. Counter mode operates by seeding a counter with a random number called the initialization
vector (IV). This is incremented by one, and the output is subjected to the AES encryption algorithm. This provides a stream of encrypted
data, which is then combined with the real data using an exclusive OR (XOR) function. The IV is reset at each record boundary and is
recorded in the tape format. This reset occurs so that on read, the counter can be reset by the IV for that record. Galois-field mathematics is
used to provide authenticated encryption to create the TAG value. This value provides additional security of the data record and the
additional authenticated data (AAD), which can be used as a reference to retrieve keys from an appliance or from within ISV backup
applications.

Appendix B: SPOUT parameters
Figure 9 shows some of the typical parameters that can be set by the SPOUT command. Notice the 256-bit key and the authenticated keyassociated data (AKAD). (The screenshot is from an engineering tool because the display settings are easier to review.) These parameters
would be issued by either the backup application for in-band management or the library management in the case of out-of-band
management. The SPIN command is used to obtain the encryption status of the drive and returns key associated data, if required. Each
initiator uses Scope to specify how the key is obtained.
To understand this process, consider three different SCSI initiators, A, B, and C, each accessing the drive in turn, just as if a backup
application was sharing a drive between three servers. Server A sets the scope to Local and issues a key of value X. When server A then
writes, the data is encrypted using key X. Server B then issues a SPOUT command with the scope set at All_IT_Nexus with key Y. Server B
then writes data encrypted with key Y. Server C then issues a SPOUT before it is read with a scope of Public. Server C does not supply a key,
and therefore the key supplied by the initiator setting All_IT_Nexus flag is used. Only one initiator can set the All_IT_Nexus scope. Setting a
scope of Public resets the present key. If no All_IT_Nexus scope key has been set, the data is written unencrypted.
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Figure 9. Security Protocol Out parameters

Appendix C: Modular arithmetic
Modular arithmetic is for integers only and has no carry function. Numbers just wrap around when they reach a certain value or modulus. It is
like the clock arithmetic used to determine what the time will be when you add some hours to a specific time.
For example, if train A leaves at 22:00 hours, and train B departs three hours later, what time does train B leave?
The answer is 01:00 hours in clock arithmetic. In normal arithmetic, 22 + 3 = 25. Written mathematically, the sum is 22 + 3 = 1 (modular
24).
Notice that for standard clock arithmetic, modular 12 is used and not 24. Reversing modular arithmetic is more difficult for larger numbers.
For really large numbers, the task is impossible. Modular arithmetic, therefore, produces what is known as a one-way function because
multiple sets of inputs all produce the same result. For example, 22 + 3, 22 + 27, and 18 + 7 all yield 1 (modular 24) as a result.

Appendix D: Round-robin encryption key copying procedure
For the HPE StoreEver 1/8 G2 Tape Autoloader and MSL Tape Library LTO Encryption Kit, the keys are not tied to any media ID. The user
generates one key by using the MSL Remote Management Interface (RMI) (either manually or based on a schedule), and that key is used for
all tapes until a new key is generated.
Because a token is limited to 100 keys, HPE recommends generating a new key no more often than once per week. Backing up the keys on
one token and restoring them to another is allowed, but the keys that are restored on the second token are only available to read existing
tapes, not write new ones. For any token, only its most recently generated key is used when writing new tapes. If the goal is to read a tape
written in one HPE StoreEver tape library in any of the other supported HPE StoreEver tape libraries, copying keys between all of the tokens
should accomplish this. It is not necessary for all supported HPE StoreEver tape libraries to write with the same keys if the user copies the
keys generated in each HPE StoreEver tape library to the other two HPE StoreEver tape libraries.
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For example:
1. Generate a new key on the token in each HPE StoreEver tape library.
2. Back up the keys in library 1.
3. Restore that backup file to the token in library 2. All unique keys submitted from the backup file are copied to the token in library 2.
4. Back up the keys in library 2. This creates a backup file with all the keys that have been used in library 1 and library 2.
5. Restore this backup file to library 3. All unique keys supplied from the backup file are copied to the token in library 3.
6. Back up the keys in library 3. This creates a backup file with all of the keys that have been used in all three libraries.
7. Restore this backup file to libraries 1 and 2. Now all three libraries have the same keys stored on their encryption token.
8. Repeat this process when the customer’s business requirements specify that new encryption keys are needed. Assuming that the
customer generates new keys once per week, these tokens should last for 33 weeks before running out of space.
With LTO-5 and later Ultrium tape drives, the key generated by the token is not used to encrypt the user data. The tape drive generates a
random encryption key for each tape cartridge and uses the key generated by the token to encrypt its randomly generated key and store it
on the tape. This is a very secure solution, which means the user should not have to change the encryption key on the token very often.

Appendix E: Glossary
Abbreviation

Definition

AAD

Additional authenticated data

AES

Advanced Encryption Standard

AKAD

Authenticated key-associated data

DES

Defense Encryption Standard

EU

European Union

FIPS

Federal Information Processing Standards

GCM

Galois/Counter Mode

ITRC

Identity Theft Resource Center

IEEE

Institute of Electrical and Electronics Engineers

ISO

International Organization for Standardization

ISV

Independent software vendor

IV

Initialization vector

KMA

Key management appliance

KMIP

Key Management Interoperability Protocol

MD5

Message Digest 5

LTO

Linear Tape Open

NIST

National Institute of Standards and Technology

OASIS

Organization for the Advancement of Structured Information Standards

PKI

Public key infrastructure

RMI

Remote Management Interface

SHA1

Secure Hash Algorithm 1

SNIA

Storage Networking Industry Association

SPIN

Security Protocol In

SPOUT

Security Protocol Out

XOR

Exclusive OR
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